We previously proposed an inaudible non-blind digitalaudio watermarking approach based on cochlear delay (CD) characteristics. There are, however, three remaining issues with regard to blinddetectability, frame synchronization related to confidentiality, and reversibility. We attempted to solve these issues in developing the proposed approach by taking blind-detectability and reversibility of audio watermarking into consideration. Frame synchronization was also incorporated into the proposed approach to improve confidentiality. We evaluated inaudibility, robustness, and reversibility with the new approach by carrying out three objective tests (PEAQ, LSD, and bit-detection or SNR) and six robustness tests. The results revealed that inaudible, robust, blindlydetectable, and semi-reversible watermarking based on CD could be accomplished.
Introduction
Digital-audio/speech watermarking has recently been focused on as a state-of-the-art technique enabling copyrights to be protected and defended against attacks and tampering of audio/speech content [1] - [5] . This technique has aimed at embedding codes as watermarks to protect copyrights in audio/speech content, which are inaudible to and inseparable by users, and at detecting embedded codes from watermarked signals. It has also aimed at verifying whether it can robustly detect embedded codes from watermarked signals (robust or fragile), whether it can blindly detect embedded codes from watermarked signals (blind or non-blind), whether it can completely restore watermarked signals to the originals by removing embedded codes from them (reversible or irreversible), and whether it can be secure against the publicity of algorithms employed in public or private methods [3] .
Digital-audio watermarking methods, therefore, must satisfy some of the five following requirements to provide a useful and reliable form of watermarking: (a) inaudibility (inaudible to humans with no sound distortion caused by the embedded data), (b) robustness (not affected when subjected to techniques such as data compression and malicious attacks), (c) blind detectability (high possibility of detecting the embedded data without using the original or reference signal), (d) confidentiality (secure and undetectable conceal- ment of embedded data), and (e) reversibility (removable embedded data from the watermarked signal and/or enable watermarking to be re-edited).
Typical methods for digital-audio watermarking are based on signal manipulation in quantization or on the amplitude domain, e.g., the method based on least significant bit (LSB) replacement [3] and the spread spectrum approach (such as direct spread of spectrum (DSS) [6] ). LSB replacement method has a good advantage with regard to inaudibility because it has no effect on the magnitude. However, it is weak due to magnitude modifications. DSS technique is robust against various modifications, however, it has disadvantage that watermarks will be audible. There is a robust method of singular value decomposition (SVD) with dither modulation quantization which is one type of quantization index modulation (QIM) [7] , [8] . QIM technique is one of the best methods for performing robust and blindlydetectable watermarking. However it cannot completely recover the watermarked signal to the original one, i.e., irreversibility.
There are also other methods based on echo-hiding (ECHO) approach [9] , [10] and periodical phase modulation (PPM) approach [11] . ECHO approach has an advantage of inaudibility because short echo cannot be detected by humans. Time-spread echo-hiding is also proposed as robust method [10] . However, ECHO approach has low confidentiality in general because watermarks can be easily detected by using the autocorrelation-based methods. PPM approach has a good advantage on aural capabilities in that PPM is relative inaudible to humans. However, as phase modulation randomly disrupts the phase spectra of components at higher frequencies, these PPM components may be able to be detected by humans. These methods can be regarded as watermarking based on phase modulation: ECHO method uses static common delay-shifts and PPM method uses periodic rotation of delay-shifts.
In summary, the typical watermarking methods used in LSB, DSS, SVD-QIM, ECHO, and PPM approaches have suffered from serious drawbacks in either of the first two requirements (a) and (b). In general, these methods have satisfied (c) blind detectability. With regard to (d) confidentiality, it is important to protect copyright by concealing watermarks. It is also important that users do not know whether the audio content contains watermarking or not. Therefore, watermarking algorithms in the above should be generally unpublished to satisfy this requirement. Although there have been a few studies on reversible watermarking [12] , Copyright c 2015 The Institute of Electronics, Information and Communication Engineers [13] , the last requirement (e) reversibility does not seem to have been reconsidered in the current methods.
As the first step toward solving problems with regard to requirements (a) and (b), a method of audio watermarking based on cochlear delay (CD) has been proposed by the authors [14] , [15] . This method can be regarded as phase-shift keying (PSK) technique based on CD. We evaluated the proposed approach in comparisons against four typical methods by carrying out six objective, various subjective, bitdetection, and robustness (StirMark Benchmark) tests [16] . The results revealed that the proposed approach could be used to embed inaudible watermarks into original sounds and it could precisely and robustly detect embedded data from watermarked sounds. Embedding limitations with the proposed approach were also investigated to consider parallel, cascade, and composite architectures for the CD filters [16] - [18] . However, the last three requirements (c), (d), and (e), have not yet been studied.
We attempted to solve the three remaining issues (blind detectability, frame synchronization related to confidentiality, and reversibility) in the proposed approach. This paper is organized as follows. Section 2 describes our previous method. It then explains the underlying concept and non-blind method of inaudible watermarking based on CD characteristics. It also points out remaining issues. Section 3 describes the proposed scheme to solve the three issues, blind detectability, confidentiality, and reversibility. Section 4 presents the results obtained from objective evaluations of sound quality and robustness against attacks. Section 5 summarizes the proposed scheme for inaudible, robust, blindlydetectable, and semi-reversible digital audio watermarking and briefly describes future work.
Non-blind CD-Based Watermarking Scheme

Proposed Approach
Cochlear delay (CD) is referred to as delay in the course of wave propagation in the basilar membrane (BM) [19] . Due to this, lower-frequency components require more time to reach the area of maximum displacement in the BM, near the apex, while higher frequency components elicit a maximum closer to the base. Aiba et al. [20] studied whether cochlear delay significantly affected perceptual judgment of the synchronization of sounds. They used three types of chirp sounds: a pulse sound, a compensatory delay chirp (group delay was compensated to be zero at the BM), and an enhanced delay chirp (group delay was longer than the previous one according to cochlear delay). Their results suggest that the auditory system cannot distinguish between enhanced-delay and non-processed sounds.
Based on Aiba et al.'s results [20] , we found that it was very difficult for us to discriminate an enhanced delay chirp from the original (intrinsic sound) while it was very easy to discriminate a compensatory delay chirp from the original. We considered that these characteristics could be used to effectively embed inaudible watermarks into an origi- nal signal, and we therefore propose an audio-watermarking method based on CD characteristics [14] , [15] .
This method embeds watermarks by controlling the respective group delays in filters (H 0 (z) and H 1 (z)) corresponding to the digital copyright codes ("0" and "1"). We designed the CD characteristics by using the following 1st-order Infinite Impulse Response (IIR) all-pass filter [14] , [15] :
where 0 < b m < 1 and m = 0, 1. The group delay, τ m (ω), in Eq. (1) can be obtained as:
where H m (e jω ) = H m (z)| z=e jω . The group delay characteristics of H m (z) were fitted to the CD characteristics [20] (Fig. 1) . The dotted line in Fig. 1 plots the CD described by Dau et al. [19] , where the delay time was scaled by 1/10. The solid and dashed lines in Fig. 1 plot the group delays for the IIR all-pass filters in Eq. (2), i.e., H 0 (z) with b 0 = 0.795 and H 1 (z) with b 1 = 0.865 in Eq. (1) . These values of b 0 and b 1 were obtained by using the method of optimization to be used as 1/10-CD [15] .
If CD can be modeled as a phase characteristic of an IIR allpass filter, a method of audio watermarking based on CD characteristics could be established by controlling the respective group delays in the filter to those of the digital codes ("0" and "1").
Data Embedding and Detection
Our previously proposed method consists of two processes [14] , [15] : a data-embedding and a data-detection process. A data-detection process should generally be used as blind detection. Since our motivation was based on how inaudible watermarking could be attained, the datadetection process was achieved as non-blind detection in the first step. These are based on PSK techniques for digital signal modulation. Below, we describe how these processes were implemented. (4)). (iii) The embedded data, s(k), were set to conform to the copyright data, e.g., "100000011..." as shown in Fig. 2(a) . (iv) The intermediates, w 0 (n) or w 1 (n), were selected by switching the embedded data s(k) ("0" or "1"), and merging them with the watermarked signal, y(n), in Eq. (5).
where (k − 1)ΔW ≤ n < kΔW. Here, n is the sample index, k is the frame index, and ΔW = f s /N bit is the frame length (the frame overlap is half a frame.). · is a ceiling operator. In addition, f s is the sampling frequency of the original signal and N bit is the bit rate per second (bps). Figure 2 (b) outlines the flow for the data-detection process we used. Watermarks are detected as follows: (i) We assume that both x(n) and y(n) are available with this watermarking method. (ii) The original, x(n), and the watermarked signal, y(n), are decomposed to become overlapping segments using the same window function used in embedding the data. used in embedding the data, the summed phase differences of φ(ω i ) to the respective phase spectrum of the filters (H 0 (z) and H 1 (z)), ΔΦ 0 and ΔΦ 1 are calculated as in Eqs. (7) and (8) . (v) The embedded data,ŝ(k), are detected using Eq. (9) .
2.3 Examples Figure 3 shows examples of data embedding at N bit = 4 bps in which s(k) = 10000011 was embedded at the first eight frames. In this case, ΔW is 250 ms and k indicates the frame number. Two all-pass filters, H 0 (z) and H 1 (z), were applied x(n) in Fig. 3 (a) to obtain w 0 (n) and w 1 (n) as shown in Figs. 3(b) and 3(c). Here, a weighting (Hanning) function was used to avoid discontinuity between the marked segments in the watermarked signal, such as "1" and "0" or "0" and "1". This function is plotted in Figs. 3(b) and 3(c) by the dashed curves. Finally, watermarked signal y(n) could be obtained by calculating the weighted sum of these filtered-signals, w 0 (n) and w 1 (n), as shown in Fig. 3(d) .
Although there might be no visual difference between x(n) and y(n), embedded information can be encoded as the PSK of y(n) in each segment. In data detection process,ŝ(k) can be detected by using Eq. (9), as shown in Figs. 4 and 5. In frame #1,ŝ(1) can be determined to be "1" by using ΔΦ 0 > ΔΦ 1 , whileŝ(2) can be determined to be "0" by using ΔΦ 0 < ΔΦ 1 in frame #2.
Remaining Issues
Our previously proposed approach still had three unresolved issues as we explained in Sect. 1.
Blind-detectability: Since our previously proposed method needed to use the original signal, x(n), as a reference in data detection, this is referred to as a "non-blind" watermarking scheme. Although this scheme can be used as useful applications (e.g., Ngo et al. [21] ), its applicability will be restricted without any extension of the previous method to blind watermarking schemes.
Confidentiality: Our previously proposed method must be used in which the CD-based method (parameter values of b 0 and b 1 , frame length of ΔW, and detailed algorithm) is unpublished to satisfy confidentiality. In addition, we also implicitly assumed that all frame positions (ΔW) in data detection would be synchronized to these in data embedding. This method, however, cannot correctly detect watermarks from watermarked signals without frame synchronization, in which the watermarked signals are shifted and/or partially clipped.
Reversibility: Most audio watermarking methods are generally inseparable in watermarking schemes. Thus, after watermarks are embedded, it is impossible to remove them from the watermarked signals. Reversibility is required for lossless audio watermarking or more extended applications of digital watermarking. Our proposed approach uses causal filters (IIR CD filters) for data embedding. Therefore, it may be possible to remove watermarks from the watermarked signals by using inverse IIR CD filters in data detection.
We studied blind detectability, frame synchronization, and reversibility to further develop our previous proposed approach. Figure 6 has a block diagram of the proposed scheme. This method consists of three processes: inaudible watermarking, blind detection, and restoration. The remaining three issues are addressed with these processes.
Proposed Scheme
Common and Different Parts in Data Embedding
The watermarks in our previous method were non-blindly detected by assuming that both x(n) and y(n) were available [15] , [16] . In this case, the main cue for correctly detecting s(k) from y(n) was to use the phase difference φ(ω i ) in Eq. (6). This cue was directly dealt with to identify group delay τ m of H m (z) that we used in the watermarking, as indicated in Figs. 4 and 5.
Two CD filters, H 0 (z) and H 1 (z), were used in the inaudible watermarking indicated in Fig. 2(a) , to embed the codes ("0" and "1") in x(n). Here, the filter properties of poles/zeros were also embedded in the watermarked signal, y(n). If the value of b m , related to the poles/zeros of H m (z), could correctly be estimated from y(n), s(k) could be correctly detected using b m .
The technique of data embedding with the previous method (described in Sect. 2.2 and indicated in Fig. 2(a) ) is commonly used in inaudible watermarking (see Fig. 6 ).
There are a few differences in comparison with the previous watermarking. No weighting functions or no frame overlaps were used here to correctly detect the zero of the CD filter in each segment by using chirp-z transform. Spline interpolation was used to avoid discontinuity in the marked segments in the watermarked signals, y(n), as post-processing.
This post-processing was done as follows, as outlined in Fig. 7: (1) The marked segments (y(kΔW−1) and y(kΔW)) were selected from frames #(k − 1) and #k. (2) The target interval of y(n) was from kΔW − ΔT to kΔW + ΔT where ΔT was the post-processed interval. The interpolated interval, ΔI, was eight samples and ΔT was set to 4 × ΔI. 
Blind Detection
Chirp z-Transform
It is well known that the chirp z-transform (CZT) can efficiently evaluate the z-transform at any arbitrary M-points on the z-plane and it is more flexible in analyzing the frequency spectrum [22] . The z-transform, z = r exp( jω i ), is generally equivalent to the discrete Fourier transform (DFT) on the unit circle, in which r = 1 and the normalized frequency of ω n = 2πn/N with N-points. The CZT is represented as
where
, and θ 0 and φ 0 are the initial phases. The case of A = 1, M = N, and W = exp(− j2π/N) corresponds to the DFT. The CZT can be used in various signal processes such as a zoom FFT, finer spectrum analysis, and arbitrary poles in transfer analysis [22] , [23] . Figure 8 outlines the concept underlying signal analysis by using CZT. We assume that original signal x(n) is based on the source-filter model in this paper. Here, s(n) is the source signal (excitation) and F(z) is the pole-zero filter (vocal tract). The amplitude spectrum of x(n) has been plotted as |X(z)| in the bottom left panel of Fig. 8 . Watermarked signal y(n) is obtained from x(n) by filtering the CD filter (IIR all-pass filter), H m (z). The spectrum of y(n) has been plotted as |Y(z)| in the bottom right panel of Fig. 8 . The H m (z) has a flat-spectrum in the amplitude characteristics as indicated in the bottom middle panel of Fig. 8 . As the spectra caused by pole and zero locations are canceled out (dashed and dotted curves) in this case, this results in the flatness (solid curve) in whole frequencies. Therefore, the amplitude spectrum of the watermarked signal, |Y(z)|, has the same amplitude spectrum of the original signal, |X(z)|. The middle panel in Fig. 8 indicates the location of a pole and a zero of CD filter H m (z). Here, the pole and zero of H m (z) have been plotted as "x" and "o" in this panel (zplane). The reversal pair of the pole and zero of H m (z) is a unique property of the IIR all-pass filter. A pole and a zero can be directly determined form Eq. (1) by using b m and 1/b m . The solid circle indicates the unit circle (r = 1). By using the CZT property (pole/zero identification property), a formant/anti-formant related to the pole/zero of H m (z) can be observed when the trajectories of A (dashed and dotted trajectories) on the z-plane (trajectory is a circle if A is constant) are passed on the pole/zero of H m (z). Therefore, the spectral peak and dip related to a formant and an antiformant can be detected by controlling the arbitrary trajectory (dashed and dotted curves in the bottom panel in Fig. 8 ) so that it is on a corresponding pole and zero. 
Concept of Blind Detection
Implementation
In this case, b m is known before watermarks are detected so that CZT analysis can be used to detect zero/pole locations in which the phase components of the original signals were enhanced by using these CD-filters. If we assumed that the zero/pole location of CD-filter H(z) will not affect the filter characteristics of F(z), this idea can be used to blindly detect the zero/pole location of H m (z) from watermarked signal y(n) (or the spectrum of watermarked signal Y(z)) in the proposed scheme, i.e., to blindly identify corresponding CD filter H m (z) that was used in the embedding process. Figure 9 has a block diagram of the blind detection process. Watermarks are detected in three steps: (1) y(n) is analyzed by two types of CZT with r = 1/b 0 and r = 1/b 1 (the CZT spectra of these are Y 0 (z) and Y 1 (z)), (2) the respective lowest spectra of Y 0 (0) and Y 1 (0) are compared to find watermarks s(k), and (3) these processes are repeated until k matches to K where K is the total number of frames. Figure 10 has examples of a CZT-analyzed spectrum of the original and watermarked signals. Figures 10(a) and 10(b) show the Fourier spectra (CZT spectra with r = 1) of x(n) and y(n) in the first frame. Although these spectra have the same shape, their CZT spectra in the first frame have different shapes at lower frequencies, as can be seen in Figs. 10(d) , 10(e), 10(g), and 10(h). These were obtained by using a CZT with r = 1/b 0 and r = 1/b 1 . This means that the CZT analyzes, x(n) and y(n), on the z-plane pass through the zeros of H m (z). The most significant cue appears in Fig. 10(h) . As zeros (= 1/b m ) can create the lowest spectrum at lower frequencies, the CZT-spectrum at the lowest frequency should be close to the lowest power, if the b m used in the CZT is the same as the b m used in inaudible watermarking. In this case, it could easily be estimated from Fig. 10 (h) that "1" was embedded in y(n) in the first frame.
We then checked the results of blind detection in the second frame. Figure 10(c) shows the Fourier spectrum of y(n) in the second frame while that of x(n) in the second frame has been omitted. We found that the most significant cue appeared in Fig. 10(f) by carrying out CZT-analysis on the second frame. It could easily be estimated from Fig. 10 (f) that "0" was embedded in y(n) in this case.
Frame Synchronization
We investigated frame synchronization to satisfy the confidentiality requirement. The proposed algorithm is generally unpublished. In this case, we only know the filter parameters of b 0 and b 1 and frame length ΔW. From Fig. 10 , we also have an interested property of CZT analysis for the watermarked signal. The lowest spectrum at lower frequencies corresponding to zero locations can be observed in either CZT spectrum, Y 0 (z) or Y 1 (z) (in Figs. 10(f) or 10(h) ) as CZT trajectory r that matches 1/b 0 or 1/b 1 . The same trend can also be observed in the target frame matching one of the corresponding frame positions while this trend cannot be observed in either case (1/b 0 or 1/b 1 ). Hence, an absolute difference between the CZT spectra at the lowest frequency (|Y 0 (0)−Y 1 (0)|) can be synchronized in corresponding frame positions.
Frame synchronization could be accomplished with CZT analysis by using these findings, as follows: (1) We set the starting point of the frame as arbitrary initial sample n 0 . (2) CZT analysis was applied to y(n) where n = n 0 , · · · , n 0 + ΔW. frame position by using an auto-correlation technique. Figure 11 has example of frame synchronization in the case of Fig. 3(d) . Since N bit is 4 bps, nine peaks can be observed with the circle. The frame position for detection was synchronized by using the algorithm. As it is computationally expensive to calculate synchronization, reducing this cost should be considered. However, this was beyond the scope of this paper. We intend to address this problem in future work.
Semi-reversible CD-Based Watermarking
The inaudible watermarking and blind detection in Fig. 6 are described in Sects. 3.1 and 3.2. Frame synchronization that was incorporated into blind detection is also described in Sect. 3.3. The last process in Fig. 6 is explained here.
A restoration process was carried out to remove watermarks s(k) from watermarked signal y(n) as reversible processing. An IIR CD filter was designed as a 1st-order IIR allpass filter as was described in Sect. 2.1. Therefore, it was impossible to derive the inverse IIR CD filter from Eq. (1) since this filter was a non-minimum phase filter (neither poles or zeros were in the unit circle shown in Fig. 8) . Thus, complex-conjugate time-reverse filtering of H 0 (z) or H 1 (z) was applied to each segment to obtain restored signalx(n) by removing group delay related to CD from y(n) according to the detected watermarks,ŝ(k).
This process is represented as follows.
Here,· indicates complex-conjugate time-reverse filtering so thatỹ(n) = y(−n) and y(n) =ỹ(n). The restoredx(n) was obtained in each synchronized frame by using detected watermarksŝ(k) from the above algorithm. The spline interpolation described in Sect. 3.1 was also used to smooth these in each frame k to avoid discontinuity between the marked segments in the restored signals (x(kΔW − 1) andx(kΔW)).
Here,x(n) was basically restored to the original, x(n).
However, since complex-conjugate time-reverse filtering and post-processing were used for restoration, this method could not completely restore x(n). Thus, this is referred to as a "semi-reversible" process.
Evaluations
Three kinds of evaluations were carried out to find the effectiveness of the three issues in the proposed approach, i.e., inaudibility, robustness, and reversibility.
Database and Conditions
We used the same database, evaluation criteria, and conditions as those we had used previously [15] , [16] to identify the properties of our proposed approach. We evaluated the proposed approach (non-blind, blind, and reversible methods) by carrying out three objective experiments: perceptual evaluation of audio quality (PEAQ), log-spectrum distortion (LSD), and bit detection. All 102 tracks in the Real World Computing (RWC) music-genre database [24] and all 70 clips in the Sound Quality Assessment Material (SQAM) [25] were used in these evaluations. The original tracks had a 44.1-kHz sampling frequency, 16-bit quantization, and two channels (stereo). The bit-rates (bps) in these experiments were 4, 8, 16, 32, 64, 128, 256, 512, and 1024. Watermarks were random binary data and these were embedded into both channels with the proposed approach.
No error correction schemes were used. The bit rates for the proposed approach were limited to 1024 bps due to the spline interpolation we used for continuity processing.
Evaluations with Regard to Inaudibility
We carried out PEAQ tests [26] to evaluate to what extent users could objectively perceive the embedded data from the watermarked signals. PEAQs were used to output the objective difference grades (ODGs). The ODGs were graded on a five-point scale as 0 (imperceptible), −1 (perceptible but not annoying), −2 (slightly annoying), −3 (annoying), and −4 (very annoying). We defined ODGs of −1 and −2 as suitable and required thresholds in considering inaudibility. Figure 12 (a) plots the averaged ODGs of the PEAQs for inaudible watermarking in the previous study [15] and the proposed methods (with and without spline interpolation). The symbols indicate the averaged ODGs and the error bars indicate the standard deviations for these ODGs. The dashed lines indicate suitable (> −1) and required (> −2) thresholds. The PEAQs in the previous method (non-blind) were higher than those in the proposed methods (blind). The PEAQs in the proposed method (with spline interpolation) were higher than those in the proposed method (without spline interpolation).
We carried out LSD tests to evaluate the sound quality of the watermarked signals. LSD is defined by 
where X(ω, k) and Y(ω, k) are short-time Fourier transforms of the original and watermarked signals, x(n) and y(n), in the k-th frame. Figure 12 (b) plots the averaged LSD for the watermarked signals. The symbols indicate the averaged LSD and the error bars indicate the standard deviations for these LSDs. The dashed line indicates the evaluation threshold (1 dB). The LSDs in the previous method (non-blind) were lower than those in the proposed methods (blind). The LSDs in the proposed methods were under a threshold (< 1 dB) in which the bit rates ranged from 4 to 64 bps, while the LSDs in the previous method were under a threshold that ranged from 4 to 1024 bps.
In summary, we found that the proposed method could satisfy inaudibility at the lower bit rates. Discontinuity due to PSK in blind watermarking should be reconsidered to improve ODGs in higher bit rates. We intend to do this in future work.
Evaluations with Regard to Robustness
We carried out a bit-detection test to evaluate how well the proposed methods could accurately detect embedded data from the watermarked audio signals. The same original signals were used in this experiment. The bit-detection rates for all signals were evaluated as a function of the bit rate. A threshold of 90% was chosen as the limitation for embedding to evaluate the bit-detection rates in this experiment. Figure 13 plots the averaged bit-detection rates of the watermarked signals. The error bars indicate the standard deviations for these bit-detection rates. The dashed lines indicate the evaluation threshold (> 90%). The detection rates with the previous method were under the evaluation threshold (> 90%) in which the bit rates ranged from 4 to 256 bps. In contrast, the detection rates with the proposed methods were under the evaluation threshold (> 90%) in which the frame rates ranged from 4 to 1024 bps. We found that the detection rates with blind detection were more accurate than those with non-blind detection.
The reasons could be predicted as follows. The frames with the non-blind method overlapped half the frame length by using a weighting function, as shown in Fig. 2 , while there were no overlaps in any frames with blind detection. Therefore, more accurate phase information by utilizing the CD filter could be used in blind detection. Instead, spline interpolation was used to avoid discontinuity in the marked segments so that sound quality with the blind method could be lower than that with the non-blind method. We need to continue to find a trade-off between sound quality and the bit-detection rate, which we plan to do in future work.
We also evaluated robustness with the proposed approach against six attacks that we assessed in our previous studies [15] , [16] : (a) down sampling (20 kHz), (b) down quantization (8 bits), (c) addition of Gaussian noise (overall average SNR is 36 dB), (d) MP3 128 kbps joint stereo, (e) MPEG4 HE-ACC 96 kbps, and (f) bandpass filtering (band range from 100 Hz to 6 kHz and slope of −12 dB/oct.). Figure 14 plots the averaged bit-detection rate for the watermarked signals against various attacks. The symbols indicate the averaged bit-detection rates and the error bars indicate the standard deviations for bit detection, when each attack was applied. We found that all the results for bit detection in both non-blind and blind detection were almost the same. We also found that the bit-detection rates were almost stable at bit rates from 4 to 64 bps. The proposed methods against MP4 attacks seemed to be somewhat robust. However, this should be reconsidered to improve the capabilities of detection with the proposed scheme. The brokendown curves in Figs. 14(a) -(e) might be caused by less frequency resolution for CD characteristics in short frames as the bit rates increased. These results indicate the proposed methods were weak in cutting lower frequency components related to CD such as bandpass filtering.
In summary, we found that the proposed scheme was robust against general processing such as resampling, requantization, and information compression such as MP3. We also found that the proposed scheme was robust against additive noise although it was weak against bandpass filtering. The proposed scheme might have been weak against temporal processing such as pitch shifting in our preliminary studies. This could account for the reduction in bit detection due to MP4 (including the effects of temporal masking). We need to continue to find a trade-off between inaudibility and robustness to improve the robustness of the proposed scheme, which we intend to pursue in future work. 
Evaluations with Regard to Reversibility
We evaluated restoration with the proposed methods by carrying out the same two objective experiments: PEAQ and LSD. We also evaluated the signal to noise ratio (SNR) of the restored signal (Here, noise is the difference between the original and restored signals).
SNR(x,x) = 10 log 10 n x 2 (n)
wherex(n) is the restored signal from y(n). All the stimuli and conditions were the same as those in the previous evaluations (Sect. 4.2). Figure 15 plots the results for PEAQ in ODG, LSD in decibels, and SNR in decibels. The dashed lines indicate those for inaudible watermarking with the proposed method. The PEAQs and LSDs were the same as those in Figs. 12(a) and (b) . The SNRs for inaudible watermarking are not good due to the group delay of the signal. In contrast, all the PEAQs, LSDs, and SNRs were drastically improved as PEAQ > −1 ODG, LSD < 0.5 dB, and SNR > 30 dB within 64 bps due to the watermarks being removed.
It is theoretically possible to restore the original signal from the watermarked signal by using complex-conjugate temporal reverse filtering of the CD filter. Watermarks could not be completely removed due to practical problems with the use of IIR filtering in the time domain at both terminals (starting and ending points) in the restored signal. Therefore, the proposed method has been referred to here as "semi-reversible" watermarking. We should look for alternative processing to resolve this problem.
Conclusions
We proposed a novel method of watermarking based on CD to solve the three remaining issues of blind-detectability, frame synchronization, and reversibility. A blind method of detecting watermarks was achieved by using CZT and the properties of CD filters. Frame synchronization was also accomplished by using the same ideas. Reversible watermarking was attained by using the complex-conjugate timereverse filtering of the IIR CD filters. We carried out various evaluations of inaudible watermarking, robust watermarking, and restoration with the proposed approach.
In summary, these evaluations ensured that the proposed method could blindly detect watermarks from the watermarked signal. There was a trade-off between sound distortion and bit detection rates. The evaluations ensured that the proposed method could robustly detect watermarks from the watermarked signal at lower bit rates against most of the attacks we used. Moreover, the evaluations ensured that the proposed method could restore the watermarked signal to its original due to the removal of detected watermarks. These results suggest that our proposed approach could provide a useful way of resolving various issues in the digital-audio watermarking. However, a few problems remain to be resolved in future work.
